NHOOPMAIIMOHHASA TAMSATKA
JJIs1 OBYUYAIOIIUXCA

C KaX/pIM roJIoM MOJIOJE)KU B MHTEPHETE CTAHOBUTHCS OOJIbLIE, A IIKOJIBHUKU OJAHHU U3 CaMbIX
AaKTUBHBIX IOJb30Bareneld PyHera. Mexay Tem, IOMUMO OIPOMHOIO KOJMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U NMpo0sieMbl. DTa namsTKa JI0JDKHA TIOMOYb TeOe 0e301acHO HaXOIUThCS B CETH.

KommnsrorepHsie BUpYCHI

KomnproTepHelii BHpPYyC - O3TO pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IIPOrpaMM, OTJIMYHUTEIBHOMU
0COOEHHOCTBIO KOTOPOH SIBISIETCSI CIOCOOHOCTH K pa3MHOKEHHIO. B momoHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEIUTh WJIM IOJHOCTBbIO YHUYTOXKHUTH Bce (hailibl M JaHHbIE, IOJKOHTPOJIbHbIE
M0JIb30BAaTENI0, OT UMEHN KOTOPOTO ObliIa 3aIyIieHa 3apaKeHHasi IporpamMma, a TakkKe IMOBPEIUTh
WIN J1a)Ke YHUYTOXHUTHh ONEPALMOHHYIO CHCTEMY cO BceMM (aiimamu B 1iesioM. B OonblumHCTBE
CJIy4aeB pacIpOCTPAHAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeToabl 3aIUTHI OT BPEAOHOCHBIX IIPpOrpamMm:

1. Mcnionws3yil COBpEMEHHBIE OTIEPAlMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIM YPOBEHb 3aIUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. IlocrosHHo ycraHaBnuBail mautu (IUGpPOBBIE 3alUIaTKU, KOTOpPblE aBTOMATHYECKH
YCTaHABIIMBAIOTCA C LEIbI0 JOPAOOTKU MPOTpaMMbl) U JIpyrue OOHOBJIEHUSI CBOEH omepannoHHON
cucteMbl. CkaunmBail X TOJIbKO ¢ odunuambHOTO caita paspadorunka OC. Eciau cymecTByeT
PEXHUM aBTOMATHYECKOTO OOHOBJIEHHUS], BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE IMOJ MpaBaMu MOJIb30BaTENsl, a HE aJMUHUCTpaTropa. JTO He
II0O3BOJIUT 6OJ'H)IHI/IHCTBy BPCAOHOCHBIX IIPOrpaMM HHCTAJUIMPOBATHCA Ha TBOCM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. MHcnonb3yil aHTHUBUPYCHBIE MPOrpaMMHBIE MPOAYKTHI HM3BECTHBIX IPOU3ZBOAMUTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanndb GU3NYECKUH TOCTYIT K KOMIIBIOTEPY JJIs1 TOCTOPOHHUX JIUIT;

6. Mcnonp3yit BHEIIHUE HOCUTENN HHPOPMAIINH, TaKKe Kak (iernika, mTuck uin (ais u3 MHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpwiBaii KOMIBIOTEpHBIC (ailyibl, MOJy4EeHHbIE M3 HEHAJC)KHBIX MCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBII. Jlydllle yToYHM y HEro, OTIpaBIsil JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ mepenadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIlb OpeH, Mapka. Eme B 1991
rojay HuAepiaHackas Kommanus 3apeructpupoBana Openn "WECA", uyto o00603Ha4ano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBouTCs Kak "OecpoBOIHAsS TOUHOCTD'.

Jlo Hamero BpeMeHH JIolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOM K€ TEXHOJOTHel. DTo
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, uto B mepeBoje o3HauaeT "BbICOKast TOUHOCTH".

Z[a, OecIuIaTHBIN HHTCPHECT-AOCTYII B Ka(be, OTCIIX M aspolnoprax ABJIACTCA OTJIUYHOM
BO3MOKHOCTBIO BbIXOa B MHTCPHCT. Ho muorue OKCIIEPThI CHUTAXOT, YTO O6H.[C,Z[OCTYHHLIG Wi-Fi
CETHU HE SBJISIOTCS 0€30MaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PadoTHI B 001IeOCTYNHBIX ceTsix Wi-fi:

1. He nepenaBait cBoto uuHyro uHpopMaiuio uyepes3 oodmenoctynusie Wi-Fi cetu. Paboras B HuX,
JKeJaTelbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JIOTHHBI  KaKue-TO HOMEPa;

2. Hcnonb3yili u OOHOBISAH aHTUBUPYCHbIE IporpaMmbel U Opanamayep. Tem caMbIM Thl
oOe3omnacuib cedst OT 3aKaYKH BHUpPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkuuo "OOmmit mocryn x Qaiinam u npuHTepam'.
JlanHas QyHKIMS 3aKpbITa [0 YMOJIYaHUIO, OJHAKO HEKOTOPbIE MOJIb30BATENN aKTUBUPYIOT €€ JUIs
ya00CTBa UCIOJIB30BaHMS B paboTe UK yuebe;

4. He ucnone3yii nmyonmuunsiii WI-FI n1s mepenaum AuuHBIX JaHHBIX, HAlpUMEp JUIS BBIXOJA B
COLIMAJIbHBIC CETU UJIU B 3JIEKTPOHHYIO I104TY;



5. Ucnone3yii Tosibko 3amuinenHoe coeaunenue yepes HTTPS, a e HTTP, T.e. nmpu Habope BeO6-
anpeca BBou uMeHHo "https://";

6. B moOunpHOM Tenedone otkmoun GyHkuutoo "llomkmoduernne k Wi-Fi aBromatudecku". He
JIOITyCKall aBTOMAaTUYECKOTO TOKITFOUEHHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CoumanbHbIe CETH

COIII/IEL]H)HI)IC CCTHU AKTHBHO BXOJAT B Hally XW3Hb, MHOI'MC JIIOAU pa60Ta}0T U JKHUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3aperncrpupoBaH MIIITHApP] YEIOBEK, YTO SBJISCTCS OJHOM CeIbMOi
BCEX JKHTENICH TIIIaHeThl. MHOTHE ITOJh30BaTelIM HE IIOHUMAKT, 4TO I/IH(i)OpMaIII/Ifl, pasMeuiCHHasA
MU B COLIMAJIBHBIX CETAX, MOXCT OBLITH HaﬁILGHa " HUCIIOJIb30BaHa K€M YIroJiHO, B TOM YHUCJIC HC
00s13aTeNIbHO ¢ OJaruMu HaMepEHHUSIMH.

OcHOBHBIE COBEThI 10 0€30IIACHOCTH B COIMAJIBbHBIX CETHX:

1. Orpanuub cnucok japy3eil. Y TeOs B JIpy3bsX HE JODKHO OBITH CIIydallHBIX M HE3HAKOMBIX
JTIO/IEH

2. 3amumaid CBOIO YacTHYIO JKM3Hb. He ykaspiBail mapoisin, TenedoOHBI, aapeca, JaTy TBOETO
POXKJIEHUS W JPYryl JUYHYI0 HH(QOpMAIUio. 3IO0YMBIIIJICHHUKA MOTYT MCIOJb30BaTh Jaxe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENN TUIAHUPYETE MPOBECTU KaHUKYJIbI;

3. 3amuiai cBOIO PeIyTaIuio - AEPKHU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN OBl ThI, YTOOBI
JpYTHE TOJIb30BATEIM BUICIH, YTO THI 3arpyxaenrsb? [logymai, mpex e yeM 4To-TO OMmyOJIUKOBATh,
HaIucaTh U 3arpy3uTh;

4. Ecnu Thl TOBOpHINb C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE HCMOJB3Yyl CBOE pEaJbHOE HMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUH: UMSI, MECTO KHUTEIHCTBA, MECTO Y4eObI U TIpOUEe;

5. U36eraii pazmemienus ¢otorpaduii B IHTEpHETE, TIe THI H300pakeH Ha MECTHOCTH, TI0O KOTOPOM
MO>KHO OTIPEJICIIUTH TBOE MECTOTIOJIOKEHUE,

6. [Ipu peructpanuu B COMMATBLHON CETH HEOOXOIUMO UCTIOIB30BAThH CIIOKHBIC MTAPOJIH, COCTOSIIINE
13 OyKB ¥ UG U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;

7. ns couMambHOM CETH, MOYTHl U APYTUX CAUTOB HEOOXOJMMO HCIOJIB30BaTh PAa3HBIC MApPOJIH.
Torga ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIIEHHUKU TOJIYYaT AOCTYI TOJBKO K OJHOMY MECTY, a He
BO BCE Cpazy.

DJIeKTPOHHBbIE IeHbI' |

BHGKTpOHHBIe JCHBI'H - 3TO OYCHb y,I[O6HI:II>i croco6 nnaTemeﬁ, OJIHaKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYUYUTHb 3TU NJCHBI'U.

3J'IeKTpOHHI>IC JACHBI'M TOABUJIMCH COBCEM HCIABHO U UMCHHO H3-3a 5TOI'0 BO MHOTHUX I'OCYAapCTBax
A0 CUX ITIOp HE HPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe onm (1)YHKI_II/IOHI/IPYIOT U O HUX YK€ IHPOIHCAHO B 3aKOHC, I'’IC UX Pa3ACIIAOT Ha
HECKOJBKO BHJIOB - aHOHMMHBLIC U HE aHOHUMHBIE. Pa3Huua B TOM, 4YTO aHOHHMMHBIC - 3TO TC, B
KOTOPBIX pa3p€macTCsa IMpOBOAWUTL  OIICpaluu 0e3 I/I,Z[eHTI/I(bI/IKaI_[I/II/I IIOJIB30BAaTClisA, a B
HCAHOHHMMHBIX I/IIICHTI/I(bI/IKaI_II/IH [I0JIL30BaTENS SIBISIETCS 00I3aTENLHOM.

Taxoxe CJICAYCT pa3indyaThb 3JICKTPOHHBIC (I)I/IaTHLIe JACHbI' (paBHH ToCyAapCTBCHHBIM BaJ'IIOTaM) u
OJICKTPOHHBIC HCCI)I/IaTHBIe JACHbBI' (He PaBHBI TOCYAAPCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI IO Oe30MacHOl paboTe C MEKTPOHHBIMU JJEHbraMHU:

1. [TpuBshxu K cueTy MOOMIBHBIN TedepoH. ITO caMblil YIOOHBINA U OBICTPBII CIOCOO BOCCTAHOBUTH
noctym K cyery. [IpuBsizanHblil TenedoH MOMOXKET, eclu 3a0yAellb CBOU MIATeKHBIN Mapoib UIU
3aiJIENIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HCHOJ’IB3yﬁ OJTHOPA30BbIC ITapOJIn. ITocae nepexoJia Ha YCUJIICHHYIO aBTOPU3AIUIO Tebe YK€ HC
6y,Z[CT YIpo’KaTb OMACHOCTh KPAaKH HUJIN MEPCXBATa IIJIATCIKHOI'O ITAPOJIA;

3. Boibepu crnoxHbli mapoib. [IpecTymHukaM OyIeT He MPOCTO yrajaTh CIOXKHBIM Iapoib.
Hagexxuble mapoyii - 3TO Mapoyid, KOTOpbIE COJAEpKAaT HE MeHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U TIPOMUCHBIE OYKBBI, IIU(PBI U HECKOJIBKO CUMBOJIOB, TaKH€ KakK 3HAK JoJuiapa, QpyHTa,
BOCKJIMIIATENIbHBIN 3HaK u T.1. Hanpumep, $tROng!;;



4. He BBOIM CBOM JIMYHBIC JAHHBIE HA CalTaX, KOTOPBIM HE JIOBEPSICIIIb.
DJIeKTPOHHAA MOYTA

ONeKTpOHHAas MoYTa - 3TO TEXHOJOTUS U IPENOCTaBIISIEMbIE €K YCIYTH II0 IEPECBUIKE M
MOJIyYESHHUIO AIIEKTPOHHBIX COOOIIEHHH, KOTOPBIE paclpeesiiIoTCs B KOMIbIOTEPHOH ceTu. OOBIYHO
AIIEKTPOHHBIN MOYTOBBIN ALUK BBITJISLIUT CJIEIYIOIIUM obpa3zom:
UMS_TIOJIB30BATENSI(@UMs_JoMeHa. Takke KpoMe Tepedadyd IMPOCTOTO TEeKCTa, HMeeTcs
BO3MOYHOCTbB IepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 6€30MaCHOM PadbOTe C AIEKTPOHHOUN MOYTOM:

1. Hano BBIOpaTh NpaBWIIBHBIM TOYTOBBIA cepBHC. B WHTEpHETE €CTh OTrPOMHBIH BBIOOD
OecCIuTaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO Jy4IIE JIOBEPSATh TEM, KOTO 3HACIIb M KTO TIEPBBIA B
pEeNTHHrE;

2. He yka3piBall B JMYHOW TmouTe JWYHYl0 HHQopmanuio. Hampumep, nydiie BbIOpaTh
"My3bIKasbHBIN  paHaT@" wim "pok2013" BmecTo "Temal3";

3. Ucrnonb3yil ABYXATallHYI0 aBTOpU3AlMIO. DTO KOrJa MOMHMO MapoJisi HY)KHO BBOJMTH KOJI,
npucbuiaeMbiii o SMS;

4. Bpibepu CIIOXKHBIM mapoib. [ KaJA0ro MOYTOBOTO SIITUKA JIOJDKEH OBITh CBOM HAaJICKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3Ty BO3MOKHOCTB;

6. Mcnonb3yli HECKOJIBKO IMOYTOBBIX SIIMKOB. IIepBBIi U1 4aCTHOM NEPENUCKH C aJpecaTaMy,
KOTOPBIM ThI JOBEpPSEIIb. DTO JIEKTPOHHBIN aJpec HE HAJ0 HCIOJIb30BATH IIPU PErMCTPAllMM Ha
dbopymax u caiTax;

7. He oTkpbIBaii haiiiabl u Apyrue BIOKEHUS B TUChMaXx, Ta)Ke €CIIM OHU MPHUIIUIA OT TBOUX JIPY3eH.
Jly4ire yTOUHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3T (ailiibl;

8. [Tocne okoHuaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAJIKH C CATOM HE 3a0yIb
Ha)xaTh Ha "Briitu'".

Ku0epOy/UIMHT WK BUPTyaJibHOE U3/1€BATEIbCTBO

KubepOymauHr - mpecieoBaHue COOOIICHUAMHU, COJEPKAUIMMH OCKOPOJIEHHs, arpeccuto,
3alyruBaHue; XYyJUTaHCTBO; COIUAIbHOE OOWKOTHMPOBAHME C IMOMOUIbIO Pa3IMYHBIX HHTEPHET-
CEpPBHCOB.

OcCHOBHBIE COBETHI 10 OOPHOE C KHOSPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIyummuii crmoco6: MOCOBETOBATHCS KaK ce€0sl BECTH M, €CJIM HET TOTO, K KOMY
MO>XHO OOpaTUThCs, TO BHayalleé yCIIOKOUTHCSA. Eciau Thl HauHelIb OTBEYaTh OCKOPOJICHHMSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e1ile O0JIbIIe PA30MIKEIIb KOHDIHUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHUMHOCTH B CETHM MHHUMas. CYH_IGCTBYIOT CIIOCOOBI BBISICHHUTB, KTO CTOUT 3a aHOHHMMHBIM
AKKaYHTOM;

4. He cTOUT BECTH XYJIUTaHCKMHA 00pa3 BUpPTyaJbHOM >Xu3HU. MHTepHET (uKcupyeT Bce TBOM
JEUCTBUS M COXPaHSET UX. Y AaIUTh UX Oy/eT KpaliHe 3aTpyJHUTENbHO;

5. CoGumro1aii cBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. UrHopupyii eauHu4Hbi HeratuB. OJHOpa30BbIE OCKOPOMTENbHBIE COOOLICHMS JIydlle
UrHOpUpOBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha HayallbHOW CTaIuH;

7. ban arpeccopa. B nporpammax 00MeHa MIHOBEHHBIMH COO6IJ_ICHI/ISIMI/I, B COIMMAJIBHBIX CETAX €CTh
BO3MOXHOCTb 6J'IOKI/Ip0BKI/I OTIIpaBKU COOGIJ.ICHPIIZ C OIIPCACIICHHBIX aAPCCOB;

8. Ecnu ThI cBuaeTens kuOepOymumHra. TBou AEMCTBHSI: BBICTYNHUTH MPOTHB TMpECcieloBaTelNs,
M0Ka3aTh €My, YTO €ro JACUCTBUsS OLEHUBAIOTCS HETaTUBHO, MOJJIEPKATh KEPTBY, KOTOPOH HYXKHa
MICUXOJIOTUYECKAast IOMOIIb, COOOITUTH B3POCIBIM O (DaKTe arpecCUBHOTO TOBEJICHUS B CETH.
MoOuabHbIii TesedoH

CoBpeMeHHbIE CMapT(GOHBI M IJIAHIIETHI COAEpKAaT B ceOe BIOJHE B3POCHBIA (YHKIMOHAN, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTALlMOHAPHBIMH KOoMIlbloTepaMu. OHAKO, CPEACTB 3alUThI



U TIOJIOOHBIX YCTPOMCTB IOKa OYEHb Majo. TecTHMpOBaHHWE M TIOUCK YA3BHUMOCTEH B HHX
MIPOMCXOIUT HE TaK MHTEHCUBHO, Kak i [1K, To ke camoe kacaercsi 1 MOOMIIBHBIX MPUIIOKCHHIA.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPAaKTHUYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenue QyHKIMOHalIa BIedeT 32 CO00M OOJIBIIYIO CII0OKHOCTh U MEHBIIYIO 3AIIHIIIEHHOCTb.

Jlanexo He Bce MPOU3BOIUTENN BBIITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUIsL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIjIsi 0€301acHOCTH MOOMITBHOTO TesedoHa:

Hudero He siBisieTcst mo-HacTosieMy OecriaTHbIM. by ocToposkeH, Belib Korja Tede mpeaiaraiot
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexzae dem ortnpaBute SMS, ¢oto mmm Buzmeo. Thl TOYHO 3HaeUIb, e OHH OyayT B
KOHEYHOM uTOre?

Heo6xommmo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMJIBHBIX TeNe(OHOB;

He 3arpy»xaif mpuiiokeHus: 0T HEU3BECTHOTO MCTOYHHKA, BEJJb OHU MOTYT COJIEPKaTh BPEITOHOCHOE
MIPOrpaMMHOE 00eCTIeUeHHE;

[Tocne TOro Kak Thl BBIMJENIb C caifiTa, I BBOJIWI JHUYHYIO MH(OpPMAIMIO, 3aiiiu B HACTPOMKHU
Opaysepa u ynanu cookies;
[Iepunoanuecku npoBepsii, Kakue IUIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBoii HOMep MOOWJIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEPSEIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOT/Ia ThI MM HE MOJIb3yenibes. He 3a0b1Bait mHOT1a IPOBEPATH
9TO.

Online urpwl

CoBpeMeHHbIE OHJAMH-UIPBI - ATO KpPacOYHbIE, 3aXBATHIBAIOLIUE pa3BICUCHUS, OOBEIUHSIIONINE
COTHHM THICSY YEJIOBEK MO BceMy MUpY. VIrpoku ucCienyioT AaHHBIA UM MU, O0IIaI0TCS APYr C
JPYroM, BBITIOJHSIOT 33JaHUs, CPAKAIOTCS C MOHCTPAMU U MOJIYYaroT OMBIT. 3@ yI0BOJILCTBUE OHU
IUIATST: MOKYMAIOT JUCK, OTUIAYMBAIOT aDOHEMEHT WIIM MPHUOOPETAIOT KaKHue-TO OTIIHH.

Bce a1ty cpenctBa uayT Ha MOANEpKAHUE W Pa3BUTHE WIPbl, a TaKKe Ha caMy O€30MacHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALINH, BBITYCKAIOTCS HOBbIE NaTuu (U pOBbIE 3aIIaTKU s
MIPOrpaMMm), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B l'IOI[O6HI)IX HUIrpax CTOUT oOIlacaTbCid HE CTOJIBKO CBOHX COIICPHHUKOB, CKOJIBKO KpPaXXU TBOCTO
ImapoJjisi, Ha KOTOPOM OCHOBAaHa CHUCTCMaA aBTOPHU3aAlMN OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT ceds MIOXO0 WM CO3[JaeT Tede HENMPUSTHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. HOX(&HYﬁCH AIMHUHUCTPATOpAaM HI'Ppbl Ha IIJIOXOC IIOBCACHHUC JOTOI'O0 HI'POKa, KEJIATCIIbHO
MPUIIOKUTHL KAKHUEC-TO NOKA3aTCIbCTBA B BUJIC CKPHUHOB;

3. He ykasbiBaii 1MuHyI0 HHPOpMALUIO B ipodaiiie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeoUIMAIbHbBIE TATYU U MOJIBI;

6. Vcronib3yi CII0KHBIE M PA3HBIE N1ApOJIN;

7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIKOYATh aHTUBHUpYC. IIoka Tl urpaemib, TBOl KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT WA Kpaika JUYHbIX JAHHBIX

OOBIYHON Kpake JIeHeT W JOKYMEHTOB CETOJHS YK€ HUKOrO0 HE YAMBHINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUI 3JI0YMBINIJICHHUKH TIEPEMECTUIINCH B MHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
"1r0OUMBIM" IEIIOM.



Tak mosiBUach HOBask yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUILUHT, IJIaBHAS LEIb KOTOPOTO
COCTOUT B TIOJNYYEHHHM KOH(DUICHIMAIBHBIX JaHHBIX IMOJb30BaTENeH - JIOTHHOB M maposiei. Ha
aHrnuiickoMm si3bike phishing unrtaercs xak ¢umunr (ot fishing - peiOHas noBns, password -
apoJib).

OcHOBHBIE COBETHI IO O0PHOE ¢ (HUIIMHTOM:

1. Cnegun 3a cBouM akkayHTOM. Ecim Thl mozio3peBaelib, YTO TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATh €€ W COOOMIMTH aJIMHUHHCTPATOpaM pecypca 00 ITOM KaK MOXKHO
CKOpee;

2. Ucnonp3yit Oe3onacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U IIOUCKOBBIX CUCTEM;

3. HWcnonp3yil ciokHble W pasHble napoiau. Takum oOpasom, ecid TeOsS B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKHW 1TOJIYy4YaT JOCTYII TOJIBKO K O/THOMY TBOCMY HpO(i)I/IJ'IIO B CE€TH, a HE KO BCEM,

4. Ecimu Tebs B3JIOMadu, TO HEOOXOJAMMO TMPEAYNpEeaUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIC
n00aBJIeHBl Y TEOsI B JPY3bAX, O TOM, YTO Te€Os B3JIOMAJIA M, BO3MOKHO, OT TBOETO UMEHU OyIeT
pacchlUIaThCsl CaM U CChUIKHA Ha (DUIIMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOHIIBEHBIN TenedoH;
6. OTKII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He oTkpbIBaii (aiiiel U Ipyrue BIOKEHUS B TUCbMaX, Aa)K€ €CJIM OHU MPUILUIA OT TBOUX ApY3eil.
Jlyurie yro4HM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (Daiisibl.

udposasi penyrauus

HudpoBas pemyrauust - 3TO HeraTHMBHAas WM MO3UTUBHAs HH(oOpMmanus B ceTu o Tebe.
Kommpomerupytommasi uHpopManus, pa3MmelleHHass B HMHTEPHETE, MOXKET CEepbe3HbIM 00pa3zom
OTpa3uThCs Ha TBOEW peanbHON ku3HU. "lludpoBas penmyramusa" - 3T0 TBOM HMMHIK, KOTOPBIH
dhopmupyetcst u3 nHGopManuK 0 TeOe B HHTEPHETE.

TBoe MecTo XHUTEIhCTBA, ydeObl, TBOE ()MHAHCOBOE IOJOKEHHUE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KHX - BCE 9TO HAKATUIMBAETCS B CETH.

MHorue noJIpoCTKH JETKOMBICIEHHO OTHOCSTCS K MyOIuKauuu JudHoi nHdopmanuu B aTepHeTe,
HE OHUMAasi BOBMOYKHBIX MOCIEACTBUM. ThI 1a)e He CMOKEIb A0TalaThCcsl O TOM, 4To doTorpadus,
pa3MelnieHHas 5 et Ha3aj, crtaja NPUYMHOM 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pasmemnienne TBoux (ortorpaduii u apyrue ACUCTBUS MOTYT HE UCYE3HYTh JaKe
MOCJI€ TOTO, KaK Thl UX yJAIHIIb. Thl HE 3HACIIL, KTO COXpPaHUII 3Ty HH(POPMAIIHIO, TIOTIaJIa JIU OHA B
MTOMCKOBBIE CHCTEMBl M COXpaHWJIACh JU OHA, a IJaBHOE: YTO MOJYMAIOT O TeOe OKpYXKarolue
JIOJIM, KOTOPbIe HAWAYT U YBUIAT 3T0. HaliTu MHpOpMAIUI0 MHOTO JIET CIYCTSI CMOXKET JH000H -
KaK 13 J0OpbIX MOOYKICHHH, TaK U C HAMEPEHUEM MPUIUHUTD BPEA. DTO MOXKET OBITh KTO YI'OJIHO.

OcHoBHBIE COBeTHI 10 3a1uTe HM(POBOIl penyTanuun:

1. IToxymail, npexxae yem yTo-TO MyOJIMKOBAThH U MepelaBaTh y ceOs B 0yiore WM B COLMAIBHOM
CeTu;

2. B mnacrpoiikax npo¢wis YCTaHOBM OTpPaHUYEHHUS Ha IPOCMOTP TBOEro HPOQHIS H €ro
COJZIEP’)KUMOT0, CIIENal €ro TOJIBKO "It Ipy3en";

3. He pa3memaili u He yka3biBail MH(pOpPMALUIO, KOTOPas MOKET KOro-iIubo OCKOpOJIATh WiIH
0OMXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHBIE MOJIb30BaTEIM LU(POBOro npoctpaHcTBa. OAHAKO JaleKo
HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOI'MMHU BO3MOXHOCTSIMU HU(PPOBOrO MUpa TpeOyeT COOMI0ICHUS
MIPaB Ha MHTEJUICKTYAJbHYIO COOCTBEHHOCTD.

Tepmun "HHTENIEKTya bHAs COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHBIM TBOPEHHSIM YEIOBEYECKOTO
yMa, HauMHas C HOBBIX M300peTEeHHH M 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTh Ha MPOIYKTHI U
yCAYrM, M 3aKaH4MBass KHUTaMHu, (oTorpagusaMu, KHHOQWIBMaMH U  MY3BIKaJIbHBIMHU
IIPOU3BEACHUSMH.



ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl W HUCKycCTBA. ABTOPCKME IpaBa BBICTYHAKOT B KAauyeCTBE TapaHTUU TOrO, 4YTO
MHTEIJUICKTYaJIbHBINH/TBOPUYECKUN TPy aBTOpa HE OyAeT HampacHbBIM, JAaCT €My CIIPaBeUIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha PE3y/lbTaTax CBOETO TPYAAd, MOIYYUTb U3BECTHOCTb WU IPU3HAHUE.
Huxro 0e3 paspeuieHus aBTOpa HE MOKET BOCIPOU3BOAUTH €ro MPOU3BEACHUE, PACIPOCTPAHSTH,
MyOJIMYHO JIEMOHCTPUPOBATh, MpPOJaBaTh, HMIIOPTUPOBATh, IYCKaThb B NPOKAT, IYOJUYHO
WCTIOJHATD, TIOKA3bIBaTh/MCIIONHATH B d(Hpe WM pa3memarts B IHTepHeTe.

Hcnonws3oBanue "muparckoro” mporpaMMHOTO 0OECIEYeHUs] MOXKET MPUBECTH K MHOTHM PHCKaM:
OT TIOTEPH JAaHHBIX K TBOUM aKKayHTaMm J0 OJOKHPOBKH TBOETO YCTPOHCTBA, TJIe YCTaHOBJICHA
HeJerajibHasi mporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIC U OECIIJIaTHBIC
MIPOTPaMMBbI, KOTOPbIE MOYKHO HalTH B CETH.

O nopraJie

CerteBrn4OK.p( - TBOH IJIaBHBIN COBETUYUK B CETU. 3/1€CH Thl MOXKEIlIb Y3HATh O O€30IIACHOCTH B CETH
MOHATHBIM U JTOCTYITHBIM SI3BIKOM, a MPH BO3HUKHOBEHUU KPUTHUECKON CUTyal[MM OOpaTUTHCS 3a
COBETOM. A Tak)Ke IPUHSTh y4aCTHE B KOHKYpCaX U CTaTh CaMbIM LIU(PPOBBIM IpaskJaHUHOM !



